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QUYET PINH

V& viéc ban hanh Quy ché van hanh, quén trj cac hé théng cong nghé thong tin
va bdo dam an toan, an ninh thong tin tai UBND x4 Van Xuan

UY BAN NHAN DAN XA VAN XUAN

Can cir Ludt Té chirc chinh quyén dia phwong ngdy 16/6/2025;

Can cit Nghi dinh s6 150/2025/ND-CP ngay 12/6/2925 ciia Chinh phii: Quy dinh
16 chitc cdc co quan chuyén mén thuéc Uy ban nhdn dan tinh, thanh phé truc thudc
trung wong va Uy ban nhdn déan xd, phuong, déc khu thuéc tinh, thanh phé truc thude
trung wong,

Can cw Ludt An toan thong tin mang nam 2015, Can ciww Nghi dinh sO
64/2007/ND-CP ngay 10/4/2007 ciia Chinh phii vé ting dung cong nghé théng tin trong
hoat dong cua co quan nha nudc;

Can cit Nghi dinh s6 85/2016/NP-CP ngay 01/7/2016 ciia Chinh phii quy dinh
vé bdo dam an toan hé thong théng tin theo cdp dé; Can cir Théng tw so 03/2017/TT-
BTTTT ngay 24/4/2017 ciia Bé Théng tin va Truyén théng ban hanh quy dinh vé hoat
dong ung dung CNTT trong co quan nha nuoc,

Theo dé nghi Chdanh Van phong HDND-UBND xa.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay “ Quy ché van hanh, quan tri cac hé
théng cong nghé théng tin va bao dam an toan, an ninh thong tin tai UBND x3 Van
Xuan”.

Piéu 2. Quy ché 13 cin ctr dé cac can bd, céng chirc trong co quan xa thuc hién
théng nhat viéc str dung, quan 1y, bao tri va khai thac h¢ théng CNTT, dam bao an toan,
an ninh thong tin phuc vu cong vu.

Piéu 3. Quyét dinh nay c6 hiéu luc ké tir ngay ky.

Vin phong UBND - HDND x4, cic b phan chuyén mén, T6 Ung ciru su ¢b
ATTT va cac to chirc, ca nhan c6 lién quan cin ctr Quyét dinh thi hanh./.
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QUY CHE
Van hanh, quén tri cac hé thong cong nghé thong tin va bio dam an toan,
an ninh thong tin tai UBND x4 Van Xuén
(Ban hanh kém theo quyét dinh so: 1719/0D-UBND ngay 20 thang 7 nam
2025 cua UBND xa Van Xudn)

Chuwong I: QUY PINH CHUNG
Piéu 1. Muyc dich

Quy ché nay nham thiét lap co ché van hanh, quan tri, bao tri, khai thac va bao
dam an toan, an ninh thong tin cho cac hé théng CNTT cua UBND xa Van Xuan, dam
bao hoat dong lién tuc, on dinh, phuc vu hi¢u qua cong tdc quan ly nha nudc va cung
cép dich vu cong.

Piéu 2. Pham vi ap dung

Ap dung cho toan thé can bo, cong chtc, vién chire, nguoi lao dong lam vige tai
UBND xa Van Xuan c6 lién quan dén viéc str dung, quan 1y cac h¢ thong CNTT.

Piéu 3. Giai thich tir ngir

Hé théong CNTT gém: Cong/trang thong tin dién tir ciia xa Hé théng thu dién tir
cong vu Phan mém quan ly van ban va di€éu hanh Phan mém dich vu cong (mot ctra
dién tir) Thi€t bi CNTT (may chu, may tram, mang LAN, may in, may scan...) H¢
thong camera an ninh, H¢ thong van hanh hop truc tuyén, loa truyén thanh thong minh. ..

Chuong II: PHAN CONG VA TRACH NHIEM QUAN TRI

Diéu 4. Nguoi chiu trach nhiém chinh Chu tich UBND x3a chiu trach nhiém toan
dién trudc phap luat vé hoat dong ing dung CNTT va bdo dam an toan, an ninh thong
tin trén dia ban xa.

Piéu 5. T6 Ung ctru su ¢b An toan thong tin (goi tit 1a T6 CNTT) gdm can bd
phu trach linh viee CNTT, chuyén ddi s6 va cac thanh vién khac. T6 CNTT x4 c6 trach
nhiém: Theo ddi, van hanh, khic phuc su c6 hé thong; Huéng din CBCCVC st dung
hé thong CNTT diing quy trinh; Phéi hop don vi cap trén bao tri, nang cap phan mém/ha
tang; Thuc hién cac bién phap bao mat thong tin; Thuong xuyén béo cdo tinh trang hé
thdng cho 1anh dao UBND xa.

DPiéu 6. Trach nhiém cua can b, cong chirc, vién chuc

Tat ca CBCCVC c6 nghia vu: Str dung dung muc dich, khong cai phan mém la,
khong truy cap cac website doc hai. Khong tiét 16 thong tin tai khoan truy cap hé thong.
Kip thoi béo cao T6 CNTT néu phat hién 161, sy cd bét thuong. Thuc hi¢n luu trir van ban,
hé so dién tir diing quy dinh.

Chuong III: AN TOAN, AN NINH THONG TIN



Piéu 7. Cac bién phap bao dam an toan

May tinh phai cai phén mém diét virus, duoc cap nhat thuong xuyén. Mdi ngudi
str dung 01 tai khoan c4 nhan dé truy cip hé thong. Dir liéu quan trong dugc sao luu
dinh ky theo thang/quy. Céc thiét bi luu trit (USB, 6 cing di dong) can kiém tra virus
trude khi két ndi.

Piéu 8. Kiém tra, giam sat T6 T6 Ung ctru su ¢d An toan thong tin dinh ky hang
quy ki€ém tra, danh gid vi€c tuan thu an ninh mang va viéc st dung hé thong cua
CBCCVC, kém dé xuat xur Iy vi pham (néu co).

Chuong IV: KHEN THUONG - XU LY VI PHAM

Piéu 9. Khen thuéng Tap thé, c4 nhan c6 sang kién, giai phap hiéu qua trong
quan tri, van hanh hé thong CNTT, bao dam an toan, an ninh thong tin, gép phan ning
cao hiéu luc, hi¢u qué hoat dong co quan, s€ dugc biéu duong, xem xét khen thudng
theo quy dinh hién hanh. Céc truong hop cu thé c6 thé dé xuat khen thuong: Phat hién,
ngan chin kip thoi su ¢b hodc nguy co mat an toan thong tin. Xay dung hodc cai tién
cac phan mém, quy trinh CNTT c6 gia trj tng dung thyc tién tai xa. HO trg, hudng din
CBCCVC ung dung CNTT hiéu qua, tinh than trach nhiém cao. Hinh thic khen
thuong: Gidy khen UBND x4, tuyén duong trong hoi nghi giao ban, dé xuat cap trén
khen thuong theo tham quyén.

Piéu 10. Xu 1y vi pham Cé nhan vi pham cac quy dinh vé s dung, bdo v¢ h¢
théng CNTT, gdy mat an toan thong C4 nhan vi pham céc quy dinh vé st dung, bao vé
hé théng CNTT, gay mét an toan thong tin, lam gian doan hoat dong h¢ thé)ng hoac
thi¢t hai tai san nha nudc s€ bi xur ly theo murc do vi pham. Cac hanh vi vi pham bao
g6m nhung khong gidi han: Tiét 16, chia sé tai khoan truy cap hé thong trai quy dinh.
Tu ¥ cai dat phan mém khong rd ngudn gdc gy nguy co ro ri dir liéu. St dung hé théng
CNTT vao muc dich c nhén, phi cong vu. Khong phdi hop xir 1y su ¢b, chdm bdo cdo
khi phat hién 16i nghiém trong. Lam mat thiét bi, tai san CNTT do ¢4 nhan phu trach.
Hinh thtrc x1r 1y: Nhic nhé, phé binh trong ndi by don vi. Trur thi dua, ha bac danh gia
cong vu. Xir Iy ky luat theo quy dinh cta phap luat (khi c6 dau hiéu nghiém trong).
Budc boi thuong thiét hai (néu gy ton that vé tai san, dit liéu, uy tin co quan).

Chwong V: TO CHUC THUC HIEN
Piéu 11. Hiéu lyc thi hanh. Quy ché nay c6 hiéu luc ké tir ngay ky.

Piéu 12. T6 chire thuc hién Van phong HDND-UBND x4 chu tri, theo ddi viée
trién khai. T6 CNTT gitip UBND xa thuong xuyén ra soat, cap nhat quy ché phu hop
thuc tién. Trudng cac bo phan chiu trach nhiém quan triét cho can bo thude quyén quan
1y thuc hién nghi€ém tac./.
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